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Embassy Security: 

Background, Funding, and the Budget 

Summary 

The September 11, 2001 terrorist attack on the World Trade Center and the 
Pentagon led to the closing the following day of 50 of the nearly 260 U.S. embassies 
and consulates worldwide. A week later, however, all U.S. facilities were open for 
business. Additionally, three embassies - in Pakistan, Yemen, and Turkmenistan - 
allowed for voluntary evacuations immediately after the attack. In the months prior 
to the attack, travel warnings were issued and embassies were put on high alert as 
Osama bin Laden had issued vague, but credible, threats against Americans and 
American interests around the world. 

Earlier this year, Secretary of State Colin Powell had testified before Congress 
that embassy security is among his highest priorities. He made the case that the U.S. 
government owes State Department personnel on the front lines of diplomacy the 
same high level of tools and security given to our military on the front lines. The 
Administration requested a total of $1.3 billion for embassy security and worldwide 
security upgrades for FY2002. The House concurred; the Senate passed a total of 
$1.07 billion. 

Throughout the summer 2001, the United States received credible threats against 
American embassies and tourists overseas. The Department of State responded by 
issuing a worldwide travel warning to American citizens and cancelling Independence 
Day celebrations at American overseas facilities. 

In June 2000 the U.S. Embassy in Amman, Jordan was put on full alert after 
receiving “credible evidence” that Osama bin Laden followers were planning to attack 
it. Additionally, the Department of State advised American travelers to be mindful 
of the August 7 lh anniversary of the bombing of U.S. embassies in Kenya and 
Tanzania. Then, in September 2000, terrorists attacked the U.S.S. Cole Navy 
destroyer. 

The August 7, 1998 terrorist attacks on U.S. embassies in Kenya and Tanzania 
resulted in a number of actions by the Administration and Congress. With evidence 
that bin Laden was involved in the attacks, the Administration, on July 4, 1999, 
imposed sanctions on the Taliban government because it refused to cooperate in his 
arrest. In October 1999, the UN Security Council imposed limited sanctions on the 
Taliban, and in August 2000 both the United States and Russia agreed to work 
together to tighten the sanctions. 

Embassy security budget ramifications of the 1998 bombings continue. In 
November 1999, Congress expanded authority for State’s FY2000 through FY2004 
expenditures on overseas security within the Embassy Security, Construction and 
Maintenance (ESCM) account to $900 mi ll ion annually, in addition to security funds 
in the Diplomatic and Consular Programs account (D&CP) for FY2000-FY2004 
(P.L. 106-113). 
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Background 

U.S. embassy security needs have evolved and expanded over recent decades. 
During the 1950s, U.S. embassies were intentionally grand and highly visible to 
showcase the American way of life and promote democracy. It was believed then that 
by placing embassies in the center of foreign cities, U.S. diplomats and services would 
be more accessible and inviting to Americans, as well as local officials and residents. 
Throughout the 1960s, Vietnam-related demonstrations and attacks at embassies, 
mostly involving destruction of property, were on the rise; and in 1965 the United 
States witnessed the dawning of a new level of violence when 3 embassy employees 
were kil led in the U.S. embassy in Saigon. The 1970s were marked by frequent 
terrorist attacks on embassies; the decade ended with the hostage taking in Tehran 
in 1979. 

In response to the increasing frequency and seriousness of incidents, the State 
Department, with congressional support, initiated the Security Enhancement Program 
(SEP) in August 1980. The object of SEP was to improve protection of mission 
personnel, U.S. government property, and classified information at posts where the 
foreign government was unwilling or unable to provide effective protection. Experts 
were sent abroad to assess certain embassy security needs where a high, medium, or 
low threat of mob violence had been determined, and then recommend improvements. 

The issue of embassy security again gained focus and urgency after the bombing 
of the U.S. embassy in Beirut, Lebanon in April 1983, the bombing of the Marine 
barracks in Beirut in October 1983, and the bombing of the embassy annex in Beirut 
in September 1984. These incidents awakened the United States to the destructive 
power of explosive-laden trucks and car bombs. 

The bombings resulted in the passage of the 1984 Act to Combat International 
Terrorism (P.L. 98-533), which authorized reward payments for information leading 
to the arrest of individuals involved in terrorist acts against Americans or American 
property and $356.3 million for enhanced embassy security. 

Also in the wake of the three Beirut bombings, Secretary of State George P. 
Shultz formed a commission-the Advisory Panel on Overseas Security-headed by 
Retired Admiral Bobby Inman, which reported its recommendations (sometimes 
referred to as the Inman report) in June 1985. 1 The findings and recommendations, 



1 Report of the Secretary of State’s Advisory Panel on Overseas Security, U.S. Department 
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